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HE sepere obewanuam HE yxaasigaitre nuunyio
BHE3ANHBIX BLIMIPBLILWENA . nHbopmaumio 8
HE ucnonsayiire oguHakosbie OTKPBITBIX HCTONHMKAX
Naponu ANs BCEX aKKayHTOB

@ Coxpanm 3Ty Mupopmaimio ¥ MOJENMUCH C PYTHMMU

[ToBceMecTHOE BHEOPEHHE U MCIIOJIb30BAHNE KOMITBIOTEPHBIX MH(POPMALIMOHHBIX TEXHOJOTHM,
0€3yCJI0BHO, CO3JA€T BO3MOXHOCTH Uil Oosiee 3(PPEKTUBHOrO pa3BUTUS SKOHOMUKHU,
NOJINTUKH, OOIIeCTBa M rocynapctBa B 1enoM. OJHAKO COBEPUIEHCTBOBAHWE M MPUMEHEHUE
BBICOKMX TE€XHOJOTUH MPUBOAUT HE TOJIBKO K YKPEIUIEHNIO MH(POPMALIMOHHOTO 0011IECTBa, HO U
IIOSIBJICHUIO HOBBIX YIPO3, OTHOU U3 KOTOPBIX SABJIAETCS KOMIIBIOTEPHAs! IIPECTYITHOCTb.

OKCNOHEHIIMAIBHO YBEIUYHMBAIOIIMNACS TOTOK WHGOpMaIMK W mnpeobiaganue nudpoBoi
uHdopMaIuu B 00pa30BaATEIbHONW Cpe/leé COBPEMEHHOW IIKOJbI aKTYaJUu3UPYIOT TPoOIemMy
npodritakTUKY U(PPOBOIT 6€30MACHOCTH COBPEMEHHBIX MIKOJIBHUKOB. Oc000€ MECTO B JaHHOM
BOIPOCE MPUHAUICIKUT MPOPUIaAKTUKE ITU(PPOBOM 3aBUCUMOCTH IKOJILHUKOB, MIOCKOJIBKY JE€TH
MPOBOJISAT B UHTEPHETE JIOBOJIbHO MHOTO BPEMEHH.

Kak wu3BeCcTHO, MHTEpPHET HE TOJBKO COJEPKUT MHOKECTBO TMOJE3HONM HH(OpManuu u
MPEIOCTaBIISIET BHIOOP pa3Bi€UEHUM, HO U TAUT MAcCy yIrpo3, KOTOPbIE MOTYT MOBJIMATH U Ha
MaTEepUAIIBHOE COCTOSTHUE CEMBH, U HA IICUXOJIOTUYECKOE 30POBbE JIETEM.

Ha tekymmii MOMEHT BO3pacT HMHTEPHET-NOJIB30BATENS CHU3WIICA HACTOJBKO, YTO MOPOM
MSATUJICTHUE MAJBIIIN OOPAIIaloTCs C KOMIBIOTEPOM U MOOUIIBHBIMHU YCTpOMCTBaAMU OoJiee
JIOBKO, 4eM B3pocible. [[oMMMO BCEX M3BECTHBIX MOJIOKUTEIBHBIX MOMEHTOB, HHTEPHET HECET
B ceOe OMacHOCTh, KOTOpasi MOXKET 3aTPOHYTh JaXKe IMOJIb30BaTENIe MIIAIIErO JTONIKOIBHOTO
BO3pacTa.



OCHOBHbIE Yrpo3bl, KOTOPbIM MOABEPraeTcs
MO0AEXb B COBPEMEHHOM KMBEPNPOCTPAHCTBE.

BULLUHI

BHIIMHI — OIMH M3 METOJ0OB MOLICHHUYECTBA C MCIOJIB30BAHMEM COLUAIBHON WH)KCHEPUU.
OH 3aKJII0YaeTcsi B TOM, YTO 3JIOYMBIIUICHHUKH, UCIOJB3Ys TENEe(POHHYIO CBS3b M BbIJABas
cebst 3a COTPYOHUKOB OaHKOB (MJM IPAaBOOXPAHUTENEH, UYTO OCOOEHHO  YacTo
IPOUCXOAUTIIOCIEIHEE BPEMsI), MOJ PA3IUYHBIMU NPEIOTaMHM BBIACHAIOT Y IMOTEPIEBLINX
CBEJICHUS O HAJIMYMKU OAHKOBCKHX IUIaTEeKHbIX KapTouek (aainee — BIIK), cpokax ux nencrus,
CVV (CVC)-konmax, macmopTHBIX JTaHHBIX, CMC-KOJaX C LENbI0 XHUIIEHUS JCHEKHBIX CPEIICTB.
B psapge cioydaeB 3I0yMBIIUIEHHMKaM HW3BECTHBI HEKOTOpble pekBu3uThl bBIIK, a Ttakxke
AQHKETHBIC TAHHBIE JIMLI, HA UM KOTOPBIX OHU SYMUTHUPOBAHBI.

B 6osb1mnHCTBE ClTyyaeB MpU COBEPILIEHUH 3BOHKOB MOTEPIEBIIMM IPECTYMHUKU UCIOJIB3YIOT
IP-renedonnto, koTopas MO3BOJIIET MACKUpPOBaTh TelIEPOHHbIE HOMEpa IOJI HOMEpa
Oenopycckux omneparopoB cBsizu. Kpome 3Toro, 3adacTyio 37J0yMBIIIIEHHUKH HCHOJIB3YIOT
mecceHkepsl Viber 1 WhatsApp, B KOTOpPBIX CYIIECTBYET BO3MOXHOCTb HCIIOJIb30BAHUS
BUPTYaJbHBIX HOMEpPOB. Takke MNPECTYNHUKH MACKHUPYIOTCS MO JIOTOTUIIOM Y3HaBAaE€MbIX
OesopyccKuX O0aHKOB, BBOJIS B 3a0JTy:K/I€HUE MTOTEHIIMAIbHBIX JKEPTB.

3JI0YMBIIIUICHHUKH 3BOHST >KEPTBE W OT MMEHM OaHKOBCKOTO COTPYJHHKA COOOIIAIOT, YTO
HEOOXOJIMMO OCYIIECTBUTh Kakue-muoo neiictBus ¢ BIIK, Tak kak KTO-TO JMOO MbITaeTCS
MOXUTUTh C HeEe JCHEXKHBIE CpeIcTBa, JUOO OQOpMIISIET KpEeauT, JUOO MPOU3BOJIUT
MOAO3PUTENBHYIO OIUIaTy. 3aBlAJ€B PEKBU3UTAMU KapTbl, NPECTYHHUKH OCYIIECTBIISIOT
XUIIEHUE JICHSKHBIX CPEACTB C OAHKOBCKOI'O CU€Ta MOTEPIEBIIIETO.

B nocnennee Bpems Hanbosee akTyalibHasi cxeMa — Mo0YKJICHHUE KEPTBBI OTKPHITH KPEIUT.
370yMBIIIUICHHUKH COOOIIAIOT KEPTBE O TOM, YTO SIKOOBI KTO-TO MOCTOPOHHUH MBITACTCS
OTKPBITh KPEJUT Ha €€ UMsI, U JIJIs €T0 JICAKTUBAIIMH HEOOXOIUMO CAMOCTOSTEIILHO 00PaTUTHCS



B OaHK U OTKPbITb KPEAUT, NepecsiaB BNnocneaCcTBUN PEKBU3NTLI CHETA.

OCTOPOJXHO!

MOIUEHHUKHU B MHTEPHETE

HE cosepuait HuKakmx
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HE cheayi uHcTpykumam
HE3HAKOMUEB, NO3BOHUBLUNM
C HEM3BECTHOrO HoMepa

HE coobuiai Heu3BeCcTHbIM
NNLAM CBOM NEPCOHANbHBIE
AaHHble

HE nepesoam aeHbrin
HE3HAKOMbIM NIOASM B
KayecTse npeaonnarb

@ Coxpanu Ty Mrpopmaiio ¥ NOAENMCH C APYTUMM

OULLUUNHI

@OVIIUHT — BUJT UHTEPHET-MOIIEHHUYECTBA, 1IEJIbI0 KOTOPOTO SIBJIAETCS MOJIydeHHEe JOCTyMa K
KOH(UIEHIIUAIbHBIM TAHHBIM T0JIb30BaTENICH — JIOTUHAM U HaposisiM. OUIIMHT UCTIONIB3YETCs
JUJISL TIOJTYYEHUSI JOCTYyNa K YUYETHBIM 3aIKCSAM IOJb30BATENEN CaMbIX Pa3IMYHbIX PECYPCOB, HO
3a4acTyl0 OH MPUMEHSETCS JJisl XUIIEHUS JaHHBIX T0Jb30BaTeNIed TOPrOBBIX OHJIAWH-
IJIOIIAIOK.

JIns 9TOro 3J0yMBINUICHHUKH TOJAMEHSIIOT CTPaHUIYy HCHOJIb3YeMOrO >KEePTBOM HHTEPHET-
CepBMCAa Ha MOIICHHUYECKYIO, KOTOpas BHEIIHE SBJAETCS JBOWHUKOM OpUTHUHAIA.
@uiuHroBass CTpaHUIla MOXET MMETh CXOJICTBO C pa3HbiMu cepBucamu: Kufar, benmoura,
ciayxk0oi noctaBku, 6ankamu, EPUII u 1. 1. B cOOTBETCTBUU C 3TUM MOKET UCIOIb30BaThCS
pa3HBIM Tpemior IS TMepexoja Ha CTPaHMIy MPECTYINMHUKOM (3a0paTh 3a4MCIICHHBIE UM
JIEHbI' Y, TIOJTBEPAUTH MOJYyUYCHHUE MOCHUIKA HA TOYTE WJIU B CIY)XO€ JOCTaBKH, MOJITBEPIUTH
MpUeM CpEJCTB Ha OJHOM W3 OAHKOBCKHUX CEPBHUCOB U T.1.). HeBHMMAaTEIbHBI WHTEpPHET-
MOJI30BaTENIb MOKET W HE 3aMETUTh IMOJMEHBI, TaK KaK MOJOOHbIC CTPAHUIIBI BU3YaJbHO
CXOXH ¢ 0ohOpMIICHUEM OpPUTHHAIIBHBIX calWToB. Korja mosjp3oBareib 3aXOAUT Ha TaKYyIO
MO/CJIbHYIO CTPaHHUIly M BBOJIUT JIOTHH M MApOJib, OHU CTAHOBSITCS JOCTYIHBI MOIIICHHUKAM.

CTOUT OTMETHUTB, UTO TPUMEHSIEMAs 3JI0YMBIIUICHHUKAMU CXEMa XUIIEHUN XapaKTepHa He

ToabKO 1Sl benapycu. CTosb e CUCTEMHO 3TH MPECTYIICHUS] COBEPIIAIOTCS B OTHOLICHUHU

MOJIb30BATENIEN CX0KUX PECYPCOB, OPUEHTUPOBAHHBIX Ha UHbIE rocyaapcrBa CHI': Poccun
(avito.ru), Ykpaunsl (olx.ua), Kazaxcrana (olx.kz) u ap.



HAMAHWE: CBATTUHI

CBATTVHI - HoBbIN Anga benapycy BUA NPeCcTYNNeHus.

XynuraHbl-reMMeEpPBI OTNPaBAAIT. B 3KCTPEHHBIE CIY’KObI JIOXKHOE
cooblleHe 0B onacHOCTH OT UMEHU APYroro Urpoka.

Bo-nepBbiX, NoXHble COOOLWEHNA OTBNEKaloT
3KCTPEHHbIe CNyX0bl OT OKazaHMUA NOMOLUM TEM, KTO B
HEen AeUCTBUTENbLHO HYXaaeTcs

BO-BTO[) biX, TAKMMU «pa3BogamMu» rel:ﬁMepr MOryT
pocrasutb donblune HEeNnpuATHOCTU C 3aKOHOM CBOMM

BU3aBmn
Mo BCeMy MUPY nonuuusa ycnewHo yCTaHaesnueaet JIMYHOCTU 3TUX

reimepos. B benapycu 3a "cBatTuHr' npeaycMOTPEHa OTBETCTBEHHOCTD
no cratee 340 YronoBHOro Kogekca: BnnoTe 4o 7 NeT nuweHusa ceobogbl!

A ecnu rev“wlep He AOCTUr Bo3pacTa npueiieyeHns K erﬂOBHOI:i
OTBETCTBEHHOCTU, TO OTBEYaTb 3a Hero npuaeTcH
.NMOBCENCTPOIOCTU SAKOHA!




BHUMAHUE!

3ALINUTHA CBOIO

BAHKOBCKY1O KAPTY
HEJIb3A 546 ]

XpaHuTh NHHKOA BMecTe 1 Coobuwars CVW-kop nnm
C Kaproi \ OTNpaBnATL ero Gporo
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Pacnpocrpansts Coobusars panxble,

NUYHbIE AAHHBIE, NOTWH NONYHEHHbIE B BUAE

1 Naponb AOCTYNa K SMS-coobuiennis,

cucteme CeaHCOoBblE NaponH, Koa,

«MHTepreT-GaHkuHm ABTOPU3AUMM U T.A.

@ Coxpauu 3Ty MpopmMaumio ¥ MOAENUCH C APYTHUMM

CBATUHT

CBaTMHI — 3aBEJOMO JIO)KHBIM BBI30B MOJIMLWH, ABAPUMHO-CIACATEIBHBIX CIIYKO0, MyTeM
(da’dbIIMBBIX JIOXKHBIX COOOUIEHMI 00 OMacHOCTU (Hampumep, O MUHHUPOBAHWHU, YOMNCTBAX,
3aXBaTe 3AI0’)KHUKOB).

CBaTUHI B MEPBYIO OYEpPElb PACHPOCTPAHEH B CpeAe, TAe JIIOAW, Yalle BCEro MOJIObIE,
00BEIUHAIOTCS O KaKuM-TO IieisiM. Hampumep, B oHnailH-urpax. Y HUX €CTh TEPMUH
«BBI3BATh MUJIMITUIO HA JIOM» — KOTJA JIJIsi TOTO, YTOOBI, K MPUMEPY, JOCAUTh OOUTINKY, EMY
Ha JIOM BBI3BIBAIOT MPABOOXPAHHUTENEH, JHOO COOOIIAIOT O MHHHPOBAHUU KaKOTO-JTHOO
00BbeKTA.

B nocnegnue rojpl CBaTUHI U3 3a0aBbl JIIOOWTENIEH OHJIANH-UTP U XaKepOB MPEBpPATHICS B
MaccoOBO€ SIBJIEHHE M OO0JbIIYI0 MpoOJeMy Il MPaBOOXPAHUTENbHBIX OPraHOB Pa3IMYHBIX
ctpad. OOLIECTBEHHAs ONACHOCTh TaAKUX JECSHUI COCTOMT B TOM, YTO 3aBEJOMO HEJIOCTOBEPHBIE
CBEJICHMS JI€30pPTaHU3YIOT HOPMalbHYIO paboOTy OOBEKTOB TpaHCIOPTA, MPEINPUITHIA,
TrOCYy/IapCTBEHHBIX OpPraHOB W  YUPEXKIEHHUH, OpraHu3aluii HE3aBUCUMO OT  (OpPMBI
coOCTBEHHOCTU. B cBOIO Ouepenp, ITO MPUUMHSET CYHIECTBEHHBI SKOHOMHUECKUN BpEJ Kak
cyOBeKTaM X03sICTBOBaHUS, TaK U rpaxaanam. [Ipu sTom undopmaius 0 BOSMOKHOM B3pbIBE,
HOJKOTe JIMOO MHBIX JEHCTBUSX, MPEANONAralonX TSKKUE MOCIEACTBUS, CIIOCOOHA MOCEITh
NAHUKY CPEeM HACENIEHUsI U BHECTU HEY00CTBA B MOBCEHEBHYIO KU3Hb.

CTOUT OTMETHUTH, YTO OTBETCTBEHHOCTH 3a 3TO MpECTyIIeHUe HacTynaeT ¢ 14 ner. Hakazanue —
mtpad, apect, orpaHMUYeHUE CBOOOIbI HA CPOK 0 MATH JIET WK JIMIIEHUE CBOOOIBI HA CPOK JI0
cemu JieT. Eciin pebeHKy, COOOIUBIIIEMY O JIO)KHOM MUHHUPOBAHUM, HE UCIOIHUIOCH 14 JeT,



HaCcTynmactT aaMHUHHUCTPATHBHAA OTBCTCTBCHHOCTDH pOI[HTeHeﬁ, a pe6eHKa CTaBiAT Ha YUYCT B
HWHCIICKIHWIO 110 JCJIaM HECOBCPIICHHOJICTHHUX.

AAO0C-aTtaku

DoS — 310 aTaka Ha BBIYUCIUTEIBHYIO CHCTEMY C LIETbIO JOBECTH €€ /0 OTKa3a, TO €CTh
CO3JJaHUE TAKUX YCJIOBHM, MPU KOTOPBIX JIOOPOCOBECTHBIE MOJIb30BATENM CUCTEMbI HE MOTYT
HOJIYYHUTh JOCTYH K MPEAOCTABIIIEMbIM CUCTEMHBIM pecypcaM (cepBepam), JIMOO 3TOT AOCTYI
3atpyaHeH. B Hacrosiee Bpemst DoS u DDoS-ataku nonymasipHbl T€M, YTO TO3BOJISIOT JOBECTU
JI0 O0TKa3a MPaKTUUYECKH JTI00YI0 CUCTEMY.

OOBIYHO aTaka OpPraHu3yeTcsl MPU MOMOIIU TPOSTHCKUX Tporpamm. [IpeaBapuTebHO TPOSHBI
3apa)kal0T HEAOCTATOYHO 3alIUIIEHHbIE KOMIBIOTEPhl OOBIYHBIX IOJI30BATENEH U MOTYT
JIOBOJIBHO JIOJITO€ BpeMs HUKAK ce0s HE MPOSIBIATh HA 3apaKECHHOM KOMIIBIOTEPE, OKHJIast
KOMaHJIbl OT CBOETO X035iMHA. KOMIBIOTEP MOKET MNOJIBEPTHYTHCS TAKOW aTake MpHU MOCEUIEHUN
Pa3IMYHBIX 3apa)KEHHBIX CAWTOB, MPHU MOJYYCHUH JJIEKTPOHHOM TMOUTHI WJIM MPU YCTAaHOBKE
HEJMIICH3UOHHOTO MPOorpaMMHOTO obecrnieueHus. Korna 3710yMBIIIJIEHHUK COOMpaeTCsl HayaTh
aTaKky, OH JIaeT KOMaHJIy, U BCE paHee 3apa)kKE€HHbIE KOMIIBIOTEPhl HAYMHAIOT OJHOBPEMEHHO
CJIaTh 3alpPOCHl HA CAalT-KEPTBY.

Haubonee maccoBas DoS-araka B benapycu Oblia mpou3BeeHa S3KCTPEMUCTCKUMH KaHalaMH B
2021 romy. 370YMBIIUICHHWKH, HaMEPEHHO yTauBasg WHOpMalui 00 YroJoBHOMU
OTBETCTBEHHOCTH 3a ydacTue B DoS-arake, NpuBieKiIM K ydacTuio B Hed Oosee 10 Thicsu
rpaxaad (IpEeUMYILIECTBEHHO M3 4YHcia MoJiofiexkH). [IpakThyecku Bce yYaCTHUKU 3TOTO
IPOTUBONPABHOTO JIEUCTBUSL ObUIM YCTAHOBJIEHBI, a HaumOOJee aKTUBHbIE M3 HHUX ObUIM
IPUBJIEUYEHBI K YTOJIOBHOW OTBETCTBEHHOCTH.

I'PYMUHI

I'pyMMHT — 3TO BXOXKJI€HHE B3pPOCIIOr0 YEJIOBEKa B IOBEPHE K PEOCHKY C LIEJIBI0 CEKCYaIbHOIO
CaMOYAOBJIETBOPEHUS. 3MTOYMBIIIJICHHUK JUCTAHLIMOHHO HALIYTIBIBAET CBS3b C peOEHKOM depes
COLIMAJIIBHBIE CETH, MECCEHIKEPBl, OHJIAWH-WUIPBI, D3JIEKTPOHHYIO MOYTYy. 3aTeM MOKET
BBIHY/IUTHh peOeHKa mpuciath Gororpaduu MHTUMHOTO XapaKTepa, BOBIEYh B M3TOTOBIICHUE
NOpHOTrpahprUUeCcKMX MaTepUaIoB, CKIOHUTh K MHHTUMHOW BCTPEYE B PEAIbHOCTH.

OT rpyMHHra OTJIMYalOT CEKCTUHI — 3TO MEpechblUIKa JMYHBIX (QoTorpaduii, cooOueHui
MHTUMHOTO COJIepKaHUsl TOCPEJICTBOM COBPEMEHHBIX CPEICTB CBSI3U: COTOBBIX TeJIe(OHOB,
AJIEKTPOHHOM MOYTHI, COLUAIIBHBIX HHTEPHET-CETEM.

[Topo#t Mo BAMSTHUEM CUTYAIlMH WJIM SMOIMH, MOXKET MOKa3aThCs, YTO MepeciaTh Takue GoTo
— xopomasi uues. Yamie Bcero MmapHU M JACBYIIKH JEJAlOT 3TO (QUIHUPTYs, MOAMABIINCH
HACTOMYMBBIM yTrOBOPaM, MBITAsICh Pa3Biedyb CBOMX JAPY3€H, YTOOBI MOJYYUTh UX MPU3HAHUE
(dame mepechuUIatoT ykue GoTo, YTOOBI TOXBACTATHLCS ), WIIH JK€ MPOCTO OTOMCTUTh. JTa UJes,
NpsIMO CKa)XKE€M, HE OYEHb XOpOIlas: 3JIOYMBIIUICHHUK MOET BOCIOJIb30BAaThCS TaKOU
JIOBEPUYUBOCTHIO BO BpE.



KUBEPBYJIJIMHI

KHﬁGpﬁyJ’lJ’IHHF— TpaBJIA IIOJIb30BATCIIA YCPC3 BCC KaHAJIBI CCTCBOI'O O6HI€HI/I}Il COIIMAJIbHBIC
CCTH, Q)OPYMBI, 4aTbl, MCCCCHI’KCPBLI. HpOBOI[I/ITL TpaBJIFO MOI'YyT KaK OJHOKJIAaCCHHKH,
HHTCPHCT-APY3bA U T.[A., TAK U COBECPHICHHO ITOCTOPOHHHUC JIFOAH.

Ota GopMa MCHUXOJIOTHYECKOTO TEppOpa MOXKET MPUHUMATh pa3Hble OOJWYHS: OCKOPOJIEHUS
yepe3 JIMYHBIE COOOIIeHWs, TyOauKamwss ¢ pacupocTpaHeHHE KOHQPHUACHIIUATLHOM,
MIPOBOKAITMOHHONW HWH(pOpMaIMK O KepTBe; (pu3udeckas arpeccus W Tak jganee. [IpuauHbI
KnOepOyJUTMHTA: YYBCTBO MPEBOCXOJICTBA, 3aBUCTh, YYBCTBO MPEBOCXOACTBA HAJl COTIEPHUKOM,
YyBCTBO COOCTBEHHOM HEMOJHOLIEHHOCTH, CAaMOpeaIh3alls.

Oco60 CICcayCeT OTMCTUTH crroco0 BO3ﬂ€ﬁCTBHH 3allpCIICHHBIM KOHTCHTOM. PC6CHKy MOI'yT
IIOKA3bIBaTh HOpHOFpa(i)I/ILIGCKI/IC MaTcpuaibl, HAHOCA ymep6 IICUXHKEC, TAK KaK I/1306pa}KCHHOG
CO BPCMCHEM IICPCCTAHCT BOCIIPUHUMATHCA pe6CHKOM KaK aMOpaJIbHOC ITOBCACHUC.

VYrpo3a HOBOrO BpEMEHHM — TaK Ha3bIBaeMble Ipymibl cMepTd. M XOoTs 00BIMHO co3narensiMu
TaKUX TPYII SBJISIOTCS CaMU TOJIPOCTKH (LI€JIb — «XaWID», )KaXK/1a OCTPBIX OLIYIIEHUH, )KEITaHUE
JOMUHUPOBATH U YIPABJISTH APYTUMH ), B MOAOOHBIX FPYIIAX CO3/AaeTCs OJaronpusTCTBYIOIIAs
aTMocdepa sl KyJIbTUBUPOBAHMS CYULIUIATbHBIX HAMEPEHUH.

MOIIEHHUYECTBO B COUCETSAX

B mactosimiee BpeMs 0c000 aKTyaldbHOW CTAaHOBUTCS TMpoOJieMa 3aluThl aKKayHTOB B
COIMAIBHBIX CETAX W TPOTUBOJCHCTBUS PA3NMYHBIM (opMamM W BHJIAM MOIICHHUYECTBA.
Haubonee tTunmmaubie crtocoObl 0OMaHa B COLICETIX CETOMHS TAKOBBI;

Ilpeoonnama

3JI0YMBIIIUICHHUKH Pa3MEIIAlOT OOBSIBICHUSI O MPOJaxe KaKUX-TMOO TOBApPOB MO OPOCOBBIM
[EHaM, HO JUIsl €ro MOoJydeHHUs (SKOObI MOCPEIACTBOM MOYTOBOM MEPECHUIKU WU CITY>KObI
JIOCTaBKU) TpeOyeTcsl MepeurciaeHue NpeoIuiaThl WIM 3a/1aTKa Ha YKAa3aHHBIE «IPOJIaBLIOM
OaHKOBCKYIO KapTy, 2JIEKTPOHHBIN KolesaeK. OObIYHO MOciie MEPEUUCICHUs 0KUAaeMbIN TOBap
TaK U HE MIOCTYNAET, & IPOJABEL» MEPECTAET BHIXOJUTH HA CBS3b.

Hlanmaoic u evimozamenbcmeo

B HCKOTOPBIX ClIydasdaX 3JIOYMBIIUJICHHUKUW MOTyT YIpOXaTb pasrjallicCHUEM pPa3JIMYHbIX
KOMIIPOMCTHUPYIOIIHNX CBCI[GHI/Iﬁ C IICJIBIO BBIMOI'aTC/ILCTBA.

ComuanbHble CEeTH — OTO KIaje3b NepcoHadbHOW wuHGOpMau o dYenoBeke. [lomydun
HECAHKI[MOHUPOBAHHBIN JIOCTYII K CTPAHUIIAM B COLIMAJIBHBIX CETAX, MEPENUCKE AIEKTPOHHBIX
MOYTOBBIX  SAIMMKOB W  OOJAYHBIM  aKKayHTaM ¥ 3aBJIaJieB  HM300paXEHUSMH, HE
MpeIHA3HAYCHHBIMU JJIs1 TTyOJUYHOTO MPOCMOTPA, MPECTYNMHUKU BCTYMAIOT B TMEPEMUCKY C
MOTEPIIEeBIIUMH, TpeOys pas3HbIe JIEHEeKHbIE CYMMBl M yrpoxkas B cllydae oOTKasza
pacnpoCTpaHUTh UX B UHTEPHETE.

Ounaiin-uzpol

Wunyctpus mpou3BOACTBA UTP JJIA MEPCOHAIBHBIX KOMIBIOTEPOB M MOOMJIBHBIX TaJPKETOB
JTABHO CTaJI0 BBICOKOJOXOJHBIM Ou3HecoM. He yauBHUTENbHO, YTO TOBBIINICHHBIM BHUMaHUEM
OHA MOJIb3YETCA U Y MOIIEHHUKOB. L[€HHOCTB TyT IPEICTABISAIOT U AKKAYHTHI M10JIb30BATEINIEH, K



KOTOPBIM HEpPENKO MpuBsa3aHbl pekBu3uThl BIIK 118 NMOKynku HMrpoBBIX NPEMMyLIECTB, U
KOJUIEKLIMOHHBIE TPEAMETbI, KOTOPbIE WUIPOKU TAKKE HEPEIKO IMPHOOPETAIOT 3a peajibHbIC
JEHBIU.

bbiTh XAKEPOM:
He pa3B/ieyeHue, a npecTyneHue!
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COBETbI NO BE3OMNACHOCTH

CyllIeCTBEHHYIO YaCTh CBOCH KU3HHU COBPEMEHHBIE JIETH U MOJPOCTKU MPOBOJAT B UHTEPHETE,
a 3HauuT Oe3 0a30BBIX 3HAHUM B 00JacTHM KHOEpOE30MacHOCTH WM, KaK M B3pPOCIbIM, HE
oboritrch. Yem paHpllle HayaThb IPUBHUBATh HABBIKM OE€30MACHOTO B3aMMOJICUCTBUS C
BUPTYaAJIbHOM CPEIION, TEM MPOYHEE OHU YCBOATCA. VI CTAHYT TaKMMHM K€ €CTECTBEHHBIMHU, KaK
MBITHE PYK.

Coeemosambvcsa ¢ pooumenamu

Ecnu pebGeHOK XOYeT 3aperucTpUpoBaThCS HAa KakoM-IMOO caifTe, co3nath npoduib B
COIIMAJIbHOM CETH M BBUIOKHUTH CBOM (ororpaduu, Jydiie mepea dTHUM IMOCOBETOBATHCS C
poauTensiMu. B3pocnblii 4ETOBEK CMOXET JIydllle MPOAHAIM3UPOBATH CHUTYALMI0 U TOHATH,
OTaceH JIM CalT, a TaKkKe MOMOYb BHIOPAaTh CHUMKH, KOTOPbIE MOKHO BBUIOKHTH Ha BCeoOIIee
0003peHue.

Yemanoeumo 0ucmam4u01mbu2 KornmpoJib

OYHKIUSA «POAUTEIHLCKOT0 KOHTPOJISH» — 3TO U Kak cneruanu3upoBanHoe [10, Tak u yciayru
poBaiiiepa, KOTOPbIE BKITIOYAET B c€0s1 CTAaHAAPTHBIN HA00p PyHKIMN. A IMEHHO:

o OrpaHHYEHUE BPEMEHU HaXOXICHUS peOCHKA B CETH;

e OrpPaHUYEHUE BPEMEHU IOJIb30BAHUSA KOMIIBIOTEPOM;

e BO3MOXXHOCTb CO3J1aHus TpauKa ¢ JOMyCTUMBIMHU YacaMH padOThl B TEUCHHUE JTHS;

o OJIOKMpPOBKA CAalTOB C 3alPEIIEHHBIM KOHTEHTOM;

o OIPAaHUYEHUE Ha 3aMYCK MPUIOKEHUW (HApUMEpP, WUIP M HHBIX NPUIIOKEHUN) HU
YCTaHOBKY HOBBIX IIPOTPAMM;



bepeuwv nuunvie oannvie

Jaxke eciiu peOEHOK JyMaeT, YTO XOpOIIO 3HAET YeJIOBEKa, C KOTOPhIM OOIIAETCS OHJIANH, HE
HY’KHO paccKasbIBaTh MOJPOOHOCTH 0 cede u o poautensix. Homep Tenedona, aapec, Homep
IIKOJIBI M KJIacca, MECTO paboThl pojauTenedl U ux rpaduk, Bpems, KOTJa B KBAPTUPE HET
B3pOCIIbIX, a TaKXKe JaHHBIE U3 JOKYMEHTOB, HOMEpa 0aHKOBCKUX KapT — TaKyr WH(OPMAIIHIO
HU B KOEM CJIy4yae Helb3s MepeaBaTh APYTUM JIIOJISIM.

He oenumbubca ungpopmayueii 0 3HaKkomvix

[IpaBuno, NpHUBEACHHOE BBINNIE, PACTIPOCTPAHSETCS W Ha JApyrux Joaed. He HyxHO
pacckaspIBaTh MPO JPYy3€l U OJIHOKJIACCHUKOB, COOOIATh, T/I€ OHU KUBYT U ydyaTcs, Kakue
KPYKKH TocematoT. Henb3st mokaspiBaTh X (ororpaduu — HU BBIKJIAQJIBIBATH UX B CBOMX
npoPUIIAX B COIMANBHBIX CETSIX, HU TEM 00Jiee B YACTHOM MEPENUCKe.

Ecnu xodercs BBUIOKHTH TPyNIoBoe (OTO € Mpa3fAHUKA WM TPEHUPOBKU, CHAyanaa CTOUT
00CyAUTh 3TO C TeMH, KTO M300pakeH Ha CHUMKe. I Jydiile, ecau OHM COOOIIAT POAUTEISM,
YTO Takoe (pOTo MyOIHMKYyeTCs] B UHTEPHETE.

Dunvmposams unpopmayuro

MOIIeHHUKN aKTUBHO HUCIOJIb3YIOT MHTEPHET B CBOMX MHTepecax. OHM MOryT oOMaHbBIBATh
JIOIEW W MaHUWITYJIMPOBAaTh MMM, J1aBS HA KAJOCTh MM cTpaxX. [loaToMy Hamo HayduThCs
CKENTHYECKH OTHOCUTBCS K JIt000 MH(pOpMALINK, Pa3MEIICEHHON B UHTEPHETE, U HE JOBEPSTh
CJIEIIO BCEMY, YTO TaM IHUIIYT.

e INPOBOW TATMEHB! i i
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